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he SCADA Environment

* Very challenging for implementing security

Mixed IP-based and serial networks
Serial is low-bandwidth, unreliable, sometimes pay-per-byte
Devices typically have low processing power

Use data concentrators, not routers

Security server access available only at topmost nodes
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Why Not Use TLS or IPSec?

* They only reach to the borders of the IP network

* Do not reach serial devices
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|:| Security components Out of Scope of this standard

_ Security components specified in this standard

External Protocol

Solution:

The DNP3
Security
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Secure Over Serial, TCP/IP or Radio

* Security carried at session layer, just below DNP3

* Helps utilities concerned about “routable protocols”

* Works with terminal servers and IP Radios
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Integration with the Enterprise

IEC 62351-8

Certificates
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Benefits and Features

DNP3-SAv6 AMP

* Authentication, integrity and RBAC * Central authorization for both IP and
between devices at application layer hierarchical serial networks

* Uses Hashed Message Authentication * Promptly revokes authorization and/or
Code (HMAC) privileges through RBAC

* Now also supports encryption * Allows devices to generate their own keys,

: avoiding human interaction
* Defined as separate layer that can be g

used for other protocols * Accommodates redundant connections,

. : N masters and authorities
 Elliptic curve algorithms to minimize

processing power * Prevents tunneling of non-DNP3 messages

* Simplified procedures and new * Can be used separately with other protocols
algorithms in this version

* Can be used with AMP or other PKI
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Authentication and Encryption of Messages

Key is never transmitted

Tag is created by
scrambling and truncating
the message

The tag sent with the
message must match that
calculated with local copy
of the key

Nonce prevents replay
attacks

Called a MAC if not
encrypted

Kept Secret Header Information Message
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hree Layers of Keys

Type How Many? Change how
often?

Session Keys Monitoring Direction Key Authenticate and optionally encrypt  Minutes up to
Control Direction Key DNP3/IEC 60870-5 messages weeks
Update Keys Encryption Key Encrypt new Session Keys; Months or years
Authentication Key authenticate the association and
session setup sequences
Asymmetric Keys Private Key Sign certificates, establish an Determined by
Public Key association, and independently utility policy;
generate Update Keys from the usually years

Public Keys and random data

}

1
.

-l



Local

Random

Assoclation

Number Rr;njnci;m_,
Generator a
|- h (“nonce”)
Establishment
Master and Outstation exchange — =
random data and certificates e
(RFC 7748)
Both independently generate a
common symmetric “Update ]
Key” for encrypting DNP3-SAv6
[ nique enerate S
Session Keys Uniqu Generate s
Uses Elliptic Curve Diffie-Hellman
(ECDH) and HMAC-based Key
Derivation (HKDF) algorithms =
"~ Data

(“nonce”)

MACs are generated as part of
the same process that creates
the Update Keys
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Field Device Enrollment

@) @)

b

Certificates of controlling station

and outstation may be SE|f-Sign9d Controlling Controlling Outstation
Station User Station Outstation User
Permits installation and Dilay
. . . . - o_ntrolllng_ ]
authorization of devices without caation P
. N e R Controlling Station Public Key Fingerprint _ | _ >
connection to an Authority (ot of band, e.g. prone or papen —_—
Outstation
° ublic Key—»
Humans exchange public key Fingerprnt
. . . - ————- - —— — = — Outstation Public Key Fingerprint (out of band)- — —————4———— — — — — — —
fingerprints (BIP-39 mnemonic e
utstation
WO rd CO d e) Eil:]bljgc Kr?n); Association Request message
ger containing Controlling Station public key CDiSt'pIﬁ'y — Fyagdidrgt?t
____ Controlling ingerprin
They do not need to handle Staton publc >
ce rtifi Cd tes or keys F?:lag"e(?'g:ient > Association Response message - Confirm
containing Outstation public key
NO need fOr COm plex user » Remainder;)-f.association
. . establishment messages are
interface at outstation exchanged
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| Authority | User
AMP Example S —

——————————————— DeviceCertificate(DefaultName, Self-Signed)- - - - ——————————
1. Outstation registers as “orphan” g« oeicecertiicate(etauitvame, seif-signed) - - _l_< l

Pt e = e e e = e = == == ¢ == . = . = . — |nstall B at site

2. Outstation configured cebisterpublickey) B comaLEneeetamee "W, ] S e
3. Association established

with one containing

unique device name (B)
Association Establishment (Enroliment) )

Users provide public key fingerprints to both A and B and they establish an Update Key after exchanging certificates Note s
. ‘ If at a later time a user
RoutmgTabIeRequest(read)ﬁ changes the outstation

I< ————————————————— RoutingTableUpdate(of A, to reach B) — - — - = = = = — = — =~ — — - - W= — — — — —— — 1 RoutingTable(of B)- —— - -~ - -~ name to eg. C, the
. outstation must create a
4 . RO Utl n g ta b I eu pd ate d RoutingTableConfirm() new self-signed certificate

Policy

A'is configured that it should not
communicate with unverified
devices, so it tries to verify B.

5. New outstation verified VerityName®) Note

The Certificate from B could be
VerifyPublicKey(B). signed by B or by the authority
Sign(Cert(B,Self-Signed))
and register

DeviceVerificationResponse(verified)

6. New outstation certificate @ . DeviceCertificateRequest(B) — ——————————————————

VerifyName(B)

DeviceCertificate(Cert(B,Authority-Signed))

7 . N ew assocC i at i on a ut h (0] ri Zed ——————————————— AssociationAuthorizationRequest(MOA A-B) — - — - — = — = — = = = = — —

DeviceCertificate(Cert(B, Authority-Signed)) Verify Cert(B)
ﬁ use it to replace

previous certificate

VerifyMOA(A,B)

AssocAuthorizationStatus(

AttributeCert(MOA A-B) I Xftrrlifgutec.ert(MOA A-B)

AssociationAuthorizationStatus(AttributeCert(MOA A-B), okay)

8. New master certificate




AMP Certificates and Authorities

Association Request Message signed by the Controlling Station Ctrl stn
Trusted Root i OCSP Ctrl Stn ECDH
, Attribute | 1 ocsp OCSP ID Cert || Public
g Cert for for XIA XIA for DIA DIA for
Assoc Master | Key |
2 | 4 | 4
External
IA

P
|DNPAuthority ] I
| Y I | Configured
| DNP Authority I | In the Outstation
' IA !
| |
I | | DNP Authority ( Trust Anchorb
I | ; May or may not be
[ ¥ | Identity the Trusted Root)
| DNP Authority |,
I Identity I
:- 7': Generated by the Outstation

| " A— Device A‘-’
Device Attribute Cert | | Messages from Identity & = =“

Identity

for Association

the Authority
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Status of the Standards

* DNP3-5Av6

o Included in the current draft IEEE Std 1815
o Reviewed by DNP Users Group Cyber-Security Task Force and IEEE P2 Working Group
o Will be submitted for ballot shortly

* AMP

o Will become its own document

o Initially released by DNP Users Group, then standardized

o Message formats and use cases identified

o Development of an AMP Authority underway — will be productized
o Specification of procedural behaviors in progress
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Summary: AMP and DNP3-SAv6

* They not operate just over IP but also over mixed serial and IP networks

* They permit enrollment without humans seeing any security keys
* They permit management of devices that existing IT tools can’t reach

* The secure session layer (DNP3-SAv6) will be part of IEEE Std 1815 shortly
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